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Abstract

The legal framework of traditional criminal justice systems is no longer sufficiently
capable of addressing emerging threats arising from polluted data in the metaverse
environment, as such systems have not been adequately equipped to eliminate online and
complex content contrary to human values in the contemporary digital era, given that the
exigencies of this age have led to the commission of crimes within metaverse environments
through the use of internet-based social networks and have simultaneously generated
entirely new forms of content production, data storage, and dissemination of messages
imbued with obscene themes. Effective confrontation with this category of cybercrimes and
the offenders who commit them in metaverse environments constitutes the central issue of
the present research, which demonstrates that criminal protection necessitates a fundamental
transformation through the enactment of new laws and the intelligent revision of previous
regulations. Requirements derived from multiple principles—such as respect for privacy,
free access to information, the principle of la darar (non-harm), and the preservation of
ethics in the metaverse environment—play a dual role in sanctioning mechanisms and
criminalization. Examination of national and regional regulations governing activities in
cyberspace, conducted through a documentary—analytical method, indicates that actions
contrary to the values respected by each society are met with criminal—judicial responses,
namely those actions that undermine public tranquility, security, privacy, or public order,
while legal regulations simultaneously support a dual policy of safeguarding legitimate
activities such as the production, dissemination, storage, and transmission of clean data and
beneficial content within the metaverse environment.
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offenses.
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1. Virtual Hyperreality
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2. Internet Service Provider ISP
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Council of Europe, Convention on Cybercrime, Budapest.
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1. 19- Offences against modesty of a natural person and minor.- (1) Whoever intentionally and publicly
exhibits or displays or transmits any information which— (a) superimposes a photograph of the face of a
natural person over any sexually explicit image or video; or 11 (b) distorts the face of a natural person
or includes a photograph or a video of a natural person in sexually explicit conduct; or (c) intimidates a
natural person with any sexual act or any sexually explicit image or video of a natural person; or (d)
cultivates, entices or induces a natural person to engage in a sexually explicit act
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Council of Europe, Convention on Cybercrime, Budapest, 2001.

Malaysian Computer Crimes Act 1997.
Pakistan of prevention of electronic crimes Act 2016 & 2017.





