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Abstract

In an era in which emerging technologies and intelligent systems increasingly intervene
in decision-making processes and the execution of social and judicial functions, the issue
of algorithmic error has emerged as one of the fundamental challenges in criminal law
and Islamic penal jurisprudence, particularly when such errors result in acts that are
criminalizable under penal laws; in this context, it is essential to raise the principal question
of how acts arising from algorithmic error within the domain of digital crimes may be
deemed punishable and, if so, what the basis of criminal liability would be—whether such
liability is grounded in the fault of a human individual or whether it may also be justified
within the framework of causation-based theories and indirect liability. The aim of this
research is to examine the foundations and limits of the punishability of behaviors arising
from algorithmic systems in the context of digital crimes. Based on a descriptive—analytical
method, the study first elucidates fundamental concepts such as algorithmic error, the
elements of crime, and models of criminal liability, and then, relying on analysis of
jurisprudential texts, general principles of penal liability, and an examination of legal
practices, endeavors to present a comprehensive analytical model for addressing novel
situations. The findings indicate that liability arising from algorithmic error cannot be
absolutely attributed to non-personal systems lacking legal consciousness; rather, in both
Islamic jurisprudence and positive law, identifying the human agent involved in the design,
configuration, or operation of the system constitutes a fundamental necessity for attributing
criminal responsibility. Nevertheless, a significant distinction is evident between fault-
based and causation-based foundations in analyzing this responsibility: in the fault-based
approach, emphasis is placed on human negligence, recklessness, or foreseeable error,
whereas the causation-based approach enables the extension of the scope of liability to
actors who, despite not being direct perpetrators of the harmful act, have contributed to
its occurrence through technological mechanisms. Consequently, the present research
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demonstrates that jurisprudential and legal systems, when confronting algorithmic error,
require the development of new analytical tools, the reconsideration of concepts of fault
and criminal intent, and the acceptance of certain levels of causation-based liability
grounded in the doctrines of izlaf (destruction), fasbib (causation), and even precautionary
liability, in order to provide an effective and just response to the emerging challenges of
criminal justice in the digital age.

Keywords: Algorithmic error, fault, causation (fasbib), digital crimes, Islamic penal
jurisprudence, elements of crime, mens rea, intelligent systems.
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1. Liability without subjective intent
2. Non-personal agent with human causality
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1. Proxy liability
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1. Strict liability
2. Non-culpable criminality
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1. Operational oversight
2. Causal embeddedness
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1. Regulatory-structural responsibility
2. Chain-of-Command Liability
3. Actorless Criminality
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1. Technical causation
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1. Non-culpable damage liability
2. Graded causal attribution

3. Technical causation

4. Preconfigured causality

5. Human-machine joint conduct
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1. Emergent effect accountability
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1. Cascading responsibility
2. Algorithmic joint liability
3. Contractual digital damage liability
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1. Autonomous system behavior
2. Technological duty-of-care breach
3. Systemic risk behavior
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1. Risk-Based Criminal Liability
2. Criminal Algorithmic Risk Assessment
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3. Prohibition of fully automated criminal adjudication
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2. Systemic risk-based accountability
3. Multi-tier causation
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